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3.1 The University has the technological capability to filter internet traffic to and 
from the University network and does so for the following purposes: 

�x to block malicious email, including email born malware or phishing
�x to reduce spam email
�x to prevent external IP borne attacks on University systems and users
�x to prevent access to sites, IP addresses, content that has been notified

by statutory authorities e.g. the Home Office, police
�x to prevent malicious use of the Internet  e.g. denial of service attacks

on external sites
�x to protect users and systems accessing and using known rogue

websites

3.2 The University filters certain internet web traffic using policy-based access 
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3.4.3 Users will be made aware that all internet traffic passing through the 
University network including email, is traceable through these logs and is 
retained for the following periods of time: 

�x Internet traffic up to 12 months
�x e-mail up to 5 years

3.4.4 Logged data may be interrogated during the course of disciplinary 
investigations involving staff and students; access and use are subject to 
written authorisation by a senior University authority (normally the Vice 
Chancellor or her/his nominee).  

3.4.5 Information in log files is not routinely disclosed to any third party and will be 
maintained as secure, in-line with data protection policies. However, the 
University has a statutory duty to co-operate with Law Enforcement Agencies 
in the course of an investigation, in which case release of information will be 
sanctioned at the level of Registrar or higher, subject to due process.  

4. User Behaviour

4.1 Staff, students and all users must adhere to the �µ�$cceptable Use Policy�¶ and
must not engage in any online activity that is deemed illegal or breaches the
University's policies or codes of conduct.

4.2 Under the Counter-Terrorism and Security Act (2015) Prevent Duty, the
University has a statutory duty to take steps to prevent individuals being
drawn into extremism and terrorism. Users must not create, access, transmit
or download inappropriate or extremist materials, as defined within the
Prevent Guidance (2015), using the University's IT systems or network. The
University has a duty to alert and report attempted access to, or dissemination
of, such inappropriate material.

4.3 Users must not install or use any device or software on University IT
equipment that subverts or bypasses security controls including monitoring
and filtering.

4.4 Staff and students must obtain explicit written and specific clearance from the
�8�Q�L�Y�H�U�V�L�W�\�¶�V�� �5�H�V�H�D�U�F�K�� �(�W�K�L�F�V�� �&�R�P�P�L�W�W�H�H�� �E�H�I�R�U�H�� �H�Q�J�D�J�L�Q�J�� �L�Q�� �U�H�V�H�D�U�F�K�� �Z�L�W�K
materials on-line that are: highly controversial; sensitive; could expose the
individual to harm or undue attention; or potentially breach University policies.
For example, political extremist sites, pornographic material, or other material
which might involve, or be likely to be inferred to involve criminal activity or
activity which is likely to give rise to civil action against the University.

4.5 Where the Research Ethics Committee gives approval for a researcher
(including research students) to access sensitive materials on-line, the
University has a duty of care to provide a safe working environment. The
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5. Related Policies and Procedures

The following policies and procedures are related to the Internet Security 
Policy:  

�x Prevent Policy
�x Acceptable Use Policy for Students
�x Acceptable Use Policy for Staff
�x Data Protection Policy
�x Processing Your Personal Data
�x Code of Practice for Ethical Standards in Research
�x Social Media Guidance �± Think Before You Write
�x Social Media Policy

6. Equality Impact Assessment

The University of Bolton is committed to the promotion of equality, diversity 
and a supportive environment for all members of our community. Our 
commitment to equality and diversity means that this Policy has been 
screened in relation to the use of plain English, the promotion of the positive 
duty in relation to the protected characteristics of race, sex, disability, age, 
sexual orientation, religion or belief, gender reassignment, marriage and civil 
partnership, pregnancy and maternity. 

Internet  Security Policy 
Procedure Ref UoB-ISP2.10 
Version Number 1.0 
Version Date 21/01/2016 
Name of Developer/Reviewer �3���2�¶�5�H�L�O�O�\�����3���0�F�*�K�H�H 
Procedure Owner 
(School/Centre/Unit) 

IS&T 

Person responsible for 
implementation (post holder) 

Head of IS&T 

Approving Committee/Board Executive Board 
Date approved 19/02/2016 
Effective from 19/02/2016 
Dissemination Method (e.g. 
website)  

Website 

Review Frequency 3 years 
Reviewing Committee Prevent Working Group 
Document History  
(e.g. rationale for and dates of 
previous amendments)  


